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1 Overview and Background 

 Windows Secure Boot is designed to protect your system from malicious software during startup by 
ensuring that only trusted and approved components are loaded. 
 

 Beginning in 2026, the Microsoft-signed Secure Boot certificates embedded in firmware will start to reach 
their expiration dates. To maintain compliance and ensure continued integrity of the boot process, all 
Secure Boot-enabled devices must update their certificate stores or firmware with renewed keys and 
signatures. Failure to update will result in boot validation errors and potential loss of Secure Boot 
functionality. 
 

 You may need to take action to maintain Secure Boot integrity on your Windows devices when existing 
certificates expire in 2026. Both the UEFI Secure Boot DB (Signature Database) and KEK (Key Exchange 
Key) must be updated with the corresponding 2023 certificate versions. 

 

 If you update your Windows 10 or Windows 11 regularly, there should be nothing to do, as the key 
database in the BIOS will most likely have been already updated accordingly. 

       For most users with supported Windows systems, no action is needed. 
       Chapter 1.2 and Chapter 2.4 describes how to check Secure Boot DB (Signature Database) and  
       KEK (Key Exchange Key) in BIOS. 

 

 

 

1.1 Useful links 

 One-Stop Secure Boot Landing Page aka.ms/getsecureboot  
 What is Secure Boot? Which Certificates are expiring? Windows Secure Boot certificate expiration and CA 

updates - Microsoft Support 
 Enterprise/IT Pro Blog: Act now: Secure Boot certificates expire in June 2026 - Windows IT Pro Blog 

 
 

 

 

  

https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-us%2Ftopic%2Fwindows-secure-boot-certificate-expiration-and-ca-updates-7ff40d33-95dc-4c3c-8725-a9b95457578e&data=05%7C02%7CGuenther.Nieberle%40kontron.com%7C914dad1bd11e46a7943f08de3be102b2%7C8c9d3c973fd941c8a2b1646f3942daf1%7C0%7C0%7C639014034758949773%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=pkgNVqLMAOzvgaO3Ku8lk0p7gPIvcu0Ls0%2B%2FS3ORbDk%3D&reserved=0
https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-us%2Ftopic%2Fwindows-secure-boot-certificate-expiration-and-ca-updates-7ff40d33-95dc-4c3c-8725-a9b95457578e&data=05%7C02%7CGuenther.Nieberle%40kontron.com%7C914dad1bd11e46a7943f08de3be102b2%7C8c9d3c973fd941c8a2b1646f3942daf1%7C0%7C0%7C639014034758988389%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=cLZGoWc9b7Fb6DhwB69%2FsXxXj9XQo%2FU7%2FJWJm55Khgg%3D&reserved=0
https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-us%2Ftopic%2Fwindows-secure-boot-certificate-expiration-and-ca-updates-7ff40d33-95dc-4c3c-8725-a9b95457578e&data=05%7C02%7CGuenther.Nieberle%40kontron.com%7C914dad1bd11e46a7943f08de3be102b2%7C8c9d3c973fd941c8a2b1646f3942daf1%7C0%7C0%7C639014034758988389%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=cLZGoWc9b7Fb6DhwB69%2FsXxXj9XQo%2FU7%2FJWJm55Khgg%3D&reserved=0
https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftechcommunity.microsoft.com%2Fblog%2Fwindows-itpro-blog%2Fact-now-secure-boot-certificates-expire-in-june-2026%2F4426856&data=05%7C02%7CGuenther.Nieberle%40kontron.com%7C914dad1bd11e46a7943f08de3be102b2%7C8c9d3c973fd941c8a2b1646f3942daf1%7C0%7C0%7C639014034759017727%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=eLeu1UutZyB8of3BNmTmswSXl01A2dWLL7eDGZiBvq8%3D&reserved=0
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1.2 Tools for Checking the Secure Boot Status 

 The following link provides a tool for checking the KEK, DB and DBX variables in Windows. 
https://github.com/cjee21/Check-UEFISecureBootVariables  

 

 This script only checks for known Microsoft certificates in the KEK and DB and will not show any other 
certificates even if they are present. Please refer to the readme provided in the package of the tool. 

 

 The following screenshot serves as an example and shows the K3931-Nxx with BIOS R1.6.0. Here you can 
see that the SecureBoot keys have all been successfully updated via a Windows update. In addition, you 
can see that the default keys in the BIOS do not contain the Secure Boot Keys 2023. 
 

 This example shows a system that is up to date regarding Secure Boot security and requires  
no further action!! 
 

     

https://github.com/cjee21/Check-UEFISecureBootVariables
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2 Update Secure Boot Certificates with BIOS update 

 In the BIOS release notes, we indicate whether there are updates to the Secure Boot Keys database. If the 
motherboard is already shipped with these keys from ex-factory, no action is required. If the keys are 
provided via a BIOS update that is not installed ex-factory, the following steps are necessary in the BIOS: 

 

o Entering the BIOS and navigate to the “Secure Boot Section” and change the  
BIOS setting “Secure Boot Mode” from [Default] to [Custom]. 

 
 

o Go to “Expert Key Management” and load the updated Secure Boot Keys  
databases via the BIOS item “Restore Factory Keys”. 

 

o If you proceed with “Yes”, the most current Secure Boot Keys database is in use. 
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3 Update Secure Boot Certificates if no BIOS is Available (Windows) 

 There are several ways to update Windows Secure Boot certificates to the latest version, when no BIOS 
update is available. In the following slides, we describe how to do this via the Windows Registry. These 
steps are only necessary when the Windows Update doesn’t update the Secure Boot certificate 
automatically. 

 

 You should have downloaded and installed all Microsoft updates beforehand via the Windows Update 
service. You can check whether the necessary Secure Boot Keys are already available in the following 
directory: 
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3.1 Preparation 

Open the Windows Registry 

 

 

Navigate to the following key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot 

and open the registry value name “AvailableUpdates”. 
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Change the value from “0” to “5944”. 

 

Afterwards please restart the system twice. 
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3.2 Starting the Update Process 

Open the “Task Scheduler” and navigate in the directory on the left-hand side to  

Task Scheduler Library → Microsoft → Windows → PI 

Right-click on the “Secure Boot Update” task and select “Run” from the context menu. 
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3.3 Verifying the Update Process 

Navigate to the following key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing 

Please check the status of the key “UEFICA2023Status”. If the status is in state “InProgress”, everything is fine and the 

update process is running. If not, please wait a few minutes and reopen the registry to check the status again. 
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3.4 Update Process is Completed 

Navigate to the following key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing 

Please check the status of the key “UEFICA2023Status”. If the status is in state “Updated”, everything is fine and the 

update process is completed. If not, please wait a few minutes and reopen the registry to check the status again. 

 

The Secure Boot Keys should now also be updated in BIOS in the Key Management section. 

The following two screenshots show the updated Secure Boot key exchange keys and DB signatures. 
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4 Secure Boot Update on Linux 

 Coming soon 
 
 

 

 

 

 

 

 

 

4.1 Useful links 

 Coming soon 
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5 Important Aspects During the Life Cycle 

Lifecycle Phase Problem / Risk Recommended actions 
Manufacturing Phase (BIOS Firmware) If users do not update the UEFI 

firmware or block BIOS update 
mechanisms, newer Secure Boot keys 
cannot be integrated. 
 

Ensure BIOS firmware updates 
including 2023 Secure Boot keys 
are installed. 
 

Replacement of the Mainboard Under certain circumstances, the 
operating system may no longer start if 
Secure Boot is active and older Secure 
Boot keys are still used in the BIOS. 

After replacing the motherboard, 
check in BIOS if Secure Boot is 
enabled. 
If only old keys are present, 
temporarily disable Secure Boot 
to avoid boot issues. 
 
Updating the BIOS with 2023 
Secure Boot keys or uses 
Windows Key rollout as 
described in this document 
 

OS Update (Servicing Stacks) Missing participation in automated 
update scenarios (e.g., consumer 
devices via Windows Update) prevents 
integration of new Secure Boot keys. 
Administrators then need to manage 
rollouts via registry or tools if no BIOS 
is available with integrated 2023 
Secure Boot keys. 

Enable Windows Update or 
configure WSUS/Intune policies; 
apply registry settings for key 
rollout. 

Bootloader Deployment & Updates Without an updated boot manager 
(signed with CA‑2023), execution will 
be denied; recovery environments like 
WinPE or WinRE created before the 
update are considered insecure and 
may not boot. 

Update boot manager and 
WinRE/WinPE images; recreate 
recovery media after key update. 

Recovery & Restoration Older recovery media with 2011 keys 
become incompatible – the system will 
refuse to boot them. 

Regenerate recovery media 
using updated keys; test boot 
functionality after update. 

Offline / Air-Gapped Environments Devices without internet access must 
be updated manually (registry, Intune, 
WSUS). Otherwise, updates are likely 
to fail. 

Use offline update packages or 
WSUS export; apply registry 
triggers manually. 
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About Kontron 

Kontron AG (www.kontron.com, ISIN AT0000A0E9W5, WKN A0X9EJ, KTN) is a leading IoT technology company. For 

more than 20 years, Kontron has been supporting companies from a wide range of industries to achieve their 

business goals with intelligent solutions. From automated industrial operations, smarter and safer transport to 

advanced communications, connectivity, medical, and energy solutions, the company delivers technologies that add 

value for its customers. With the acquisition of Katek SE in early 2024, Kontron significantly strengthens its portfolio 

with the new GreenTec division, focusing on solar energy and eMobility, and grows to around 8,000 employees in 

over 20 countries worldwide. Kontron is listed on the SDAX® and TecDAX® of the German Stock Exchange. 

For more information, please visit: www.kontron.com 

 

 

 

 

 

 

 

 

Global Headquarters 

Kontron Europe GmbH 

Gutenbergstraße 2 
85737 Ismaning, Germany 
Tel.:   + 49 821 4086 0 
Fax:   + 821 4086 111 
pcmb-sales@kontron.com 
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https://eur04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.kontron.com%2F&data=05%7C02%7Cdaniel.jakobsen%40kontron.com%7C3701f3a27eab47c34c5408dc7968e9ca%7C8c9d3c973fd941c8a2b1646f3942daf1%7C0%7C0%7C638518738731604860%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=U%2BIyEfcWEGOw5lzukJHFYN%2BPvUFD7smvDSuGInzUh70%3D&reserved=0
http://www.kontron.com/
mailto:pcmb-sales@kontron.com

	Revision History
	Table of Contents
	1 Overview and Background
	1.1 Useful links
	1.2 Tools for Checking the Secure Boot Status

	2 Update Secure Boot Certificates with BIOS update
	3 Update Secure Boot Certificates if no BIOS is Available (Windows)
	3.1 Preparation
	3.2 Starting the Update Process
	3.3 Verifying the Update Process
	3.4 Update Process is Completed

	4 Secure Boot Update on Linux
	4.1 Useful links

	5 Important Aspects During the Life Cycle
	About Kontron

