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Introduction

Introduction

BIOS Setup provides settings for system functions and the hardware configuration for the device.
Any changes you make take effect as soon as you save the settings and quit B/OS Setup.
The individual menus in BIOS Setup provide settings for the following areas:

Main: System functions

Advanced: Advanced system configuration
Security: Security functions

Power: Energy saving function

Boot Configuration of the start-up sequence
Exit: Save and quit

The individual menus and setting options are described in alphabetical
order in the following chapters.

The setting options depend on the hardware configuration of your device.

i @

Some menus and certain settings may therefore not be available in B/OS Setup on your
device, or the menus may be in a different place, depending on the BIOS revision.
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Introduction

Notational conventions

A\

Pay particular attention to text marked with this symbol. Failure to observe
these warnings could pose a risk to health, damage the device or lead

to loss of data. The warranty will be invalidated if the device becomes
defective through failure to take notice of this warning.

i o

Indicates important information for the proper use of the device.

>

Indicates an activity that must be performed in the order shown

Ly

Indicates the result of an action

This font

Indicates data entered using the keyboard in a program dialogue or
command line, e.g. your password ((Name123) or a command used to
start a program (start.exe)

This font

Indicates information that is displayed on the screen by a program, e.g.:
Installation is complete!

This font

Indicates

» terms and text used in a software interface, e.g.: Click Save
* names of programs or files, e.g. Windows or setup.exe

"This font"

Indicates

« Cross-references to another section, e.g. "Safety information"”

« Cross-references to an external source, e.g. a web address: For more
information, go to"http://ts.fujitsu.com"”

*  Names of CDs, DVDs and titles or designations for other materials,
e.g.: "CD/DVD Drivers & Utilities" or "Safety" manual

Abc

Indicates a key on the keyboard, e.g: | F10

This font

Indicates a default value in the BIOS menu settings (e.g. Enabled)

A26361-D2700-2220-1-7619, edition 1
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Navigating BIOS Setup

Navigating BIOS Setup
Open BIOS Setup

Restart the device by switching off and on.
Wait until the screen output appears.
Press function key [ F2 |.
Press function key [ F1|.
The BIOS release information will be displayed:
* BIOS Setup version (e.g. 6.0)
+ BIOS Setup revision (e.g. Rev. 1.03.2451)
The final digits refer to the number of the mainboard.

With the aid of the mainboard number you can locate the correct technical
manual for the mainboard on the "Drivers & Utilities" or "ServerStart" CD/DVD.
Alternatively you can also use it to download the corresponding BIOS update file
from the Internet (see "Flash-BIOS update", Page 44).

TYvYT_ Vv

If you want to open the "Boot Menu" immediately:

You can use this function if you do not want to boot the system from the drive
specified as the first device in the Boot Priority Order in the Boot menu.

i

Press the function key [ F12].

The Boot Menu is displayed as a popup window on the screen. You can now select the
drive from which you wish to boot the operating system. The selection options are the
same as the possible settings in the Boot Priority Order in the Boot menu. Your selection
is only valid for the current system boot. The settings specified in the Boor Priority Order
in the Boot menu will be applied again the next time the system is started.

» Use the and cursor keys to select which drive you want to use to

boot the system on this occasion and press Enter.

» To open BIOS Setup, use the and cursor keys to select the Setup

entry and press Enter to confirm the selection.

rv

If the drive is marked with an "I" symbol then it cannot be selected as a boot drive. You
can check why this drive is not available for booting in the BIOS Setup (in the Boot menu).

i @
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Navigating BIOS Setup

BIOS Setup with incorrect settings

If an incorrect setting in BIOS Setup prevents the system booting and the system cannot
i be booted three times in a row, the default BIOS Setup settings will be applied once,
the next time the system is started. The following error message will appear:

Previous boot incomplete - Default configuration used

Pressing the allows you to check and correct the settings in BIOS Setup (see Chapter
"Error messages", Page 44). Any incorrect BIOS Setup settings that prevented the system
from booting can now be corrected. This will allow the system to start without error again.

Example showing the BIOS Setup Main menu

1 —| Main Advanced Security Power Boot  Exit
System Time: [08:15:28] Ttem Specific Help
System Date: [10/06/2008]
<Tab>, <Shift>, or
5 Diskette A: [None] <Enter> selects field
» SATA Port 0 [Type xxxx-(PM)]
» SATA Port 1 [Type xxxx- (SM)] T 3
SATA Port 2 None
» Boot Features
System Memory: 634K
Extended Memory: 3838M
4 | F1 Info 1+ Select Items -/+ Change Values F9 Setup Defaults
Esc Exit «— Select Menu Esc Select P Sub Menu F10 Save and Exit
1 = Menu bar 3 = Help area
2 = Working area 4 = Operations bar

The BIOS Setup screen is divided into the following areas:

Menu bar (1): The menu bar is used to select the different BIOS Setup menus.

Working area (2): The working area displays the setting options (fields) for the selected menu.
You can set the entries in the displayed fields according to your requirements.

» Indicates fields that open further submenus. You can change entries
in these submenus.

* Indicates configuration conflicts that must be resolved to ensure that the
device functions correctly.

Help area (3): Brief information on the selected field is displayed in the help area.

Operations bar (4) The operations bar lists the keys available for use with BIOS Setup.

4 A26361-D2700-2220-1-7619, edition 1



Navigating BIOS Setup

i @

You can display additional information (e.g. BIOS version) by
pressing the [ F1 function key.

Navigating BIOS Setup

or cursor keys

Select menu from menu bar

or cursor keys

Select field - selected field is highlighted

Enter |or | ESC

Open submenu (marked with E) [ Enter |, close submenu

or [ - | keys (numeric keypad)

Change entry for field

function key

Set default entries for all menus

function key

Reset entries that were in use when BIOS Setup was opened.

Exiting BIOS Setup

» To exit BIOS Setup, select the Ex

it menu from the menu bar.

L You can then decide whether you want to save the changed settings.

» Select the required option.
» Press the Enter key.

A26361-D2700-2220-1-7619, edition
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Main Menu - System functions

Main Menu - System functions

Diskette A:

Main
System Time: [09:36:24] Item Specific Help
System Date: [05/14/2008]

[1,4M]

» SATA Port 1 [Type xxxx- (PM) ]
» SATA Port 2 [Type xxxx- (SM) ]
SATA Port 3 None
SATA Port 4 None
» Boot Features
System Memory: 634K
Extended Memory: 894M

<Tab>, <Shift>, or
<Enter> selected field

Example showing the Main menu

System Date/System Time

Displays the current date/time set on the device. The date is shown in the format "mm/dd/yyyy".
The time is shown in the format "hours:minutes:seconds”. Enter the new date/time in the
System DatelSystem Time fields respectively to change the current date/time settings. Use the
tab key to move the cursor between the System Time and System Date fields.

A\

If the settings in the System Time and System Date fields are frequently
wrong when you power up the computer this means the lithium battery is
not providing power. Replace the lithium battery.

Refer to the mainboard manual for information on how to replace the lithium battery.

Diskette A - floppy disk drive

This field is used to specify the type of floppy disk drive installed.

360K, 720K,
1.2M, 1.4M,

2.8M
None

The entry depends on the floppy disk drive installed.

A floppy disk drive is not installed.
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Main Menu - System functions

SATA port

Open the Submenu that provides settings for the corresponding hard disk drive.
The manufacturer’s designation for the drive is shown next to each submenu.
The following menu items cannot be changed.

SATA Port 1 [Type xxxx-(S1)]

Total Sectors: 156301488 Item Specific Help
Maximum Capacity: 80 GByte

All items on this menu
Multi-Sector Transfers: [Disabled] cannot modified in
LBA Mode Control: [Enabled] user mode. If any
32 Bit I/0: [Enabled] items require changes,
Transfer Mode: [FPIO 4 / DMA 2] please consult your
Ultra DMA Mode: [Mode 5] system Supervisor.
Smart Monitoring: Disabled
Firmware: 3.00
Password Status: Not Supported
Change Password: [Press Enter]

Total Sectors

Displays the number of sectors on the hard disk.

Not for optical storage media.

i @
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Main Menu - System functions

Maximum Capacity— Hard disk capacity

Shows the capacity of the hard disk as an LBA value. The LBA value is the capacity calculated by the
BIOS based on the maximum possible number of sectors reported by the hard disk. IDE and BIOS

restrict the arrangement of hard disks into cylinders, heads and sectors through maximum permissible
values. The hard disk permits more cylinders but fewer heads than the BIOS. A combination of IDE
and BIOS restrictions leads to a maximum addressable storage area of 528 MByte.

Not for optical storage media.

i @

The following table lists the maximum permissible values and the resulting
maximum usable memory capacities.

BIOS IDE Combination BIOS 48-bit LBA
BIOS/IDE

Max. sectors per 63 255 63 65535
head (at 512 Byte)
Max. heads per 256 16 16 65535
cylinder
Max. cylinders 1024 65535 1024 65535
Capacity 8.4 GByte 137 GByte 528 MByte 144 PByte

LBA Translation converts the physical arrangement of a hard disk into cylinders, heads
and sectors so that the logical values generated lie within the above BIOS limitations. This
means that a hard disk capacity of over 528 MByte can be used. The operating system
and application programmes make use of these logical hard disk values. Hard disks of over
528 MByte are configured and operated using LBA mode. If the hard disk supports the LBA
mode, then the full memory capacity of the hard disk can be used.

The BIOS also supports 48-bit addressing for hard disks. This industry standard specifies hard disk
capacities up to 144 PByte (Petabyte) - approximately 120,000 times the 137 GByte limit.

Multi-sector Transfers
Shows the number of sectors per block that can be recognised automatically by the BIOS.

Disabled
2 sectors
4 sectors
8 sectors
16 sectors

8 A26361-D2700-2220-1-7619, edition 1



Main Menu - System functions

LBA Mode Control

Sets addressing to use consecutive sector numbers (LBA = Logical Block Addressing).

Enabled If the hard disk supports LBA mode and it has a capacity of more than 528 MByte,
then the BIOS uses converted hard disk parameters. This allows the disk’s full
capacity to be used.

Disabled The BIOS uses the hard disk parameters and supports a maximum capacity of
528 MBytes.

32 Bit 1/0 - Bus width for data transfer

This field specifies the bus width for data transfer between the processor and the hard disk controller.

Enabled The data transfer is 32 bits in width at the PCI bus. This enhances performance.
Disabled The data transfer is 16 bits in width.

Transfer mode

Specifies the method used to transfer data from the hard disk to the main memory.
Standard

Fast PIO_1

Fast PIO_2

Fast PIO_3

Fast PIO_4

FPIO 3 / DMA 1

FPIO 4 / DMA 2

Ultra DMA Mode — Transfer Speed

Specifies that the hard disk drive should use a fast Ultra DMA transfer mode.

Disabled The fast Ultra DMA transfer mode is not set.
Mode 0, 1, 2, 3, 4, 5,6 The fast Ultra DMA transfer mode is set.

SMART Monitoring

Shows whether SMART (Self Monitoring Analysis Reporting Technology)
monitoring is activated for the hard disk.

Enabled SMART monitoring is activated.
Disabled  SMART monitoring is deactivated.

A26361-D2700-2220-1-7619, edition 1 9



Main Menu - System functions

Firmware

Indicates the firmware version number for the hard disk controller.

Silent Mode — Noise level for hard disks and optical drive

Specifies the noise level for the hard disk or optical drive. The noise level of the drive is reduced
by decreasing the speed at which it rotates. The drive must support this function.

Disabled The drive operates at the highest possible speed.

Medium Depending on the drive, the speed is reduced to a medium level. The drive produces
less noise during operation and performance is slightly reduced.
Silent Depending on the drive, the speed is reduced to the lowest level. The optical drive

produces less noise during operation and performance is reduced.

Password Status — Display hard disk password status

Displays the current security status for the hard disk.

Not The hard disk does not support a password. You cannot assign a password to
Supported this hard disk.

Not No password has been assigned to this hard disk.

Installed

Installed A password has just been assigned to the hard disk.

Count expired The maximum number of permissible attempts at entering the password has been
exceeded. Switch off the system and retry.

Locked The hard disk is protected and a password must be entered to gain access.

DCO (Power DCO (Device Configuration Overlays) is blocked. Switch off the system and retry.
Cycle)

Frozen until  Restart the system to change the security status of the hard disk. Open BIOS Setup
Power off during system boot and change the desired settings.

Change Password

The hard disk password enables you to prevent unauthorized access to your hard disk drives.
Booting the operating system of the hard disk or access to data on the hard disk can only be
carried out by people who know the hard disk password. The password must consist of four

to eight characters. All alphanumerical characters can be used, and the password is not case
sensitive. When entering the password, the password itself is not displayed. The settings become
effective immediately and remain effective regardless of how you end the BIOS Setup later.

The status of the hard disk password is displayed as per the current setting.

10 A26361-D2700-2220-1-7619, edition 1



Main Menu - System functions

Hard Disk Master Password

Access to the hard disk is also granted by entering the master password. This is useful,
for example, if the standard password has been forgotten or is not known. However,
the master password must be kept secret and must be requested from the Fujitsu
Technology Solutions Service. The master password can be deactivated so that access
to the hard disk is only possible using the standard password.

HD-ID

The hard disk ID number is displayed during POST and when the password is requested.

Boot Features — System boot

Opens the submenu used to select system boot settings for the device.

Boot Features

POST Errors: [Halt On All Errors] | Item Specific Help
Fast Boot: [Enabled]

Pauses and displays
SETUP entry or resume
POST Diagnostic Screen: [Disabled] boot prompt if error
Boot Menu: [Enabled] occurs on boot. If
disabled, system
always attempts to
boot

POST Errors — Aborting system boot

Defines whether the system boot process is aborted and the system halted when an error is detected.

Enabled If the self-test detects an error, system boot is aborted after the self-test and the
system is halted. The system boot can be continued by pressing the F1 key.
Disabled The system boot is not aborted. The error is ignored as far as possible.

Fast Boot — Quick Self-test

can reduce the scope of the self-test and thus accelerate the start-up of the system.

Enabled When the device is switched on, the quick self-test is carried out, in which e.g. the
floppy disk drives are not checked.

Disabled When the device is switched on the complete self-test is carried out.

A26361-D2700-2220-1-7619, edition 1 1



Main Menu - System functions

POST Diagnostic Screen — POST information or Boot Logo
The startup information is displayed on the screen instead of the boot logo.

Enabled The POST information will be displayed on the screen.

Disabled The boot logo is displayed. The system will switch to displaying startup information if
the key is pressed or errors occur.

Boot Menu - System boot
Specifies whether the Boot menu can be invoked during the POST process by pressing the key.

Enabled The Boot menu can be invoked.
Disabled  The Boot menu cannot be invoked.

System Memory — Working memory

This field indicates the size of the available base memory below 1 MByte.

Extended Memory

Indicates the size of the main memory above 1 MByte.

12 A26361-D2700-2220-1-7619, edition 1



Advanced Menu — Advanced system configuration

Advanced Menu — Advanced system
configuration

Only change the default settings if required for a special purpose.
Incorrect settings can cause malfunctions.

Advanced

Setup Warning Item Specific Help
Setting items on this menu to incorrect
values may cause your system to malfunction. Peripheral

Configuration
Peripheral Configuration

Advanced System Configuration
DMI Event Logging

Advanced Processor Options
PCI Configuration

vwvvVvwVvw

Example showing the Advanced menu

Peripheral configuration — Ports and controllers

Opens the submenu used to adjust settings for ports and controllers.

Peripheral Configuration

Serial 1: [Auto] Item Specific Help
Serial 2: [Auto]
Parallel port: [auto] Configure serial port
Diskette Controller: [Enabled] using options
NV RAID Configuration: [Disabled] [Disabled]
SATA Controller Mode: [Comp] No configuration
SATA Port O: [Internal] [Enabled]
SATA Port 1: [Internal] . .
SATA Port 2: [Internal] User configuration
SATA Port 3: [Internal]

[Auto]
USB Host Controller: [Enabled] BIOS or OS chooses

configuration

Example showing the Peripheral Configuration menu
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Advanced Menu — Advanced system configuration

Serial 1/Serial 2 — Serial ports
This field selects the address and the interrupt used to access the corresponding serial port.

Enabled The serial port is set to the indicated address and interrupt. If you select Enabled,
additional lines are displayed for the configuration settings.

Disabled  The serial port is disabled.
Auto The serial interface will be selected automatically by the BIOS or operating system.

Serial Address: Base I/0 address and IRQ

defines the base I/0O address and the interrupt for the serial interface.

3F8/IRQ 4
2F8/IRQ 3
3E8/IRQ 4
2E8/IRQ 3

The serial interface uses the selected address and the selected interrupt.

Parallel port (system-dependent)

Sets the address and interrupt for access to the parallel port.

Enabled The parallel port is set to the address and the interrupt shown here. If Enabled is
selected, additional lines are displayed for setting the configuration.

Auto The parallel port is automatically set to the next available combination (address,
interrupt).

Disabled The parallel port is disabled.

14 A26361-D2700-2220-1-7619, edition 1



Advanced Menu — Advanced system configuration

Parallel Mode - Parallel data transfer

Defines if the parallel port should be used bidirectionally as an input/output port or only as
an output port. The ECP and EPP transfer modes enable higher transfer speeds of 2 or

2.4 Mbyte/s. However, these modes are only effective in connection with peripherals that

support these modes. In addition, the Parallel field must be set to 378h or 278h for EPP.

Parallel mode is only displayed if you have selected Enabled under Parallel.

Printer The interface is only an output interface. Data can only be transmitted in one
direction.

Bidirectional Data can be transmitted in both directions over the interface.

EPP Serial transfer mode (up to 2 Mbyte/s), data output and data reception are

both possible. This mode requires a peripheral device which supports the EPP
(Enhanced Parallel Port) mode.

ECP Serial transfer mode (up to 2.4 Mbyte/s), data output and data reception are
both possible. This mode requires a peripheral device which supports the ECP
(Enhanced Capability Port) mode. The required DMA channel is defined by
the system or via Plug&Play.

EPP & ECP Both transfer modes are available.

Parallel Address - Base I/0 address and IRQ

determines the base I/O address and the interrupt for the parallel port.
378h, IRQ 7

278h, IRQ 5
The parallel interface uses the selected address and the selected interrupt.

Is only displayed if the "Parallel Port" is activated.

i

Floppy Disk Controller
Switches the mainboard control of the floppy disk drive on or off.

Enabled The floppy disk control is switched on - IRQ6 is occupied.
Disabled  The floppy disk control is switched off - IRQ6 is free.
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Advanced Menu — Advanced system configuration

NV RAID Configuration

The mainboard must provide support for this function. The SATA interfaces are used as a
RAID system. Two identical serial ATA hard disk drives must be connected.

Additional settings are made using the RAID Menu utility. This utility can be started by pressing
while the system is booting. A related message will appear on the screen.

Enabled  The RAID function is activated and can be configured using BIOS Setup and the
RAID Configuration Menu.

Disabled The RAID function is deactivated.

SATA Controller Mode

defines the way in which the SATA Ports work. SATA mode settings can only
be changed if RAID functionality is inactive.

Enhanced Used by the majority of operating systems.

Compatible The hard disk controller only uses the standard legacy resources IRQs 14/15 and i/O
1 FOh/1F7h.

SATA Port 0
Defines if the port is operated internally as SATA or externally as eSATA.

Internal Port is used internally as SATA.
External Port is used externally as external SATA (eSATA).

USB Host Controller

Specifies whether the USB controller is switched on or switched off (Disabled). If this
function is switched off, the USB controller will not be recognised by any operating
system. As a result, no USB devices can be operated.

Enabled USB host controller is enabled.

Disabled USB host controller is disabled.

USB Speed

Defines which USB host controller speeds are supported.

USB 1.1 Only the USB 1.1 host controller is enabled.

USB 1.1 AND USB The USB 1.1 and USB 2.0 controllers are enabled.
2.0

Only choose USB 1.1 when absolutely necessary. In some cases certain USB
ports will not be available if USB 1.1 has been selected. The setting USB 1.1
and USB 2.0 ensures that all USB ports are available.

i @
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USB Devices

Defines the USB devices for which Legacy Support is available.

None No USB Legacy Support.

Keyboard USB Legacy Support only enabled for keyboard and mouse.
And Mouse

Only

All USB Legacy Support enabled.

USB Ports

Configures USB ports according to device classes. Any disabled USB ports are
also not available under the operating system.

Disable Unused Ports All unused USB ports are disabled.

Disable Storage And HUB  All ports with Mass Storage Devices and HUBs are disabled.
Keyboard And Mouse Only  Only the ports with the keyboard and mouse are enabled.
Enable all All USB ports are enabled.

Azalia Codec — Audio controller
Allows the audio controller on the mainboard to be deactivated.

Enabled The onboard audio controller is activated.
Disabled ~ The onboard audio controller is deactivated.

Front Panel Audio

Enables use of an AC97 front audio connector. In this setting the automatic occupancy
detection for the audio sockets is not supported.

High For use of a high definition audio cable with automatic occupancy detection.
definition
Legacy For use of a legacy audio cable without automatic occupancy detection.

SPDIF Output

Defines if the internal SPDIF output is available.

Disabled The internal SPDIF output is not available.
Enabled The internal SPDIF output is available.
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Beep Volume
The volume of the system board beep tone can be adjusted here.

High increases the volume of the beep.
Low decreases the volume of the beep.
off switches off the beep tone.

LAN controller
Specifies whether or not the LAN controller on the mainboard is available.

The LAN Remote Controller is available.

Enable
The LAN Remote Controller is not available.

Disable

LAN Remote Boot — Load operating system via LAN

Enables the operating system to be loaded from a server. This function is used in particular when
neither floppy disk nor hard disk drives are installed, or these have been switched off.

LAN Remote Boot is activated and enables the operating system to be loaded from a
server via a local network connection.

LAN Remote Boot is deactivated.

Enabled

Disabled
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Advanced System Configuration

Advanced System Configuration

Item Specific Help

ClE Configuration: [Auto]

Tnt ted G hic: [Auto] Enable or disable
ntegrate raphic: uto auto-configuration
High Precision Event Timer: [Enabled] of ClE CPU power
SMART Device Monitoring: [Enabled] state.

SATA AHCI Enable: [Disabled]

Example showing the Advanced System Configuration menu

Opens the submenu used to make additional system settings.

Display, primary

Specifies the picture source during the BIOS POST.

IGD The Integrated Graphics Device (IGD) on the system board is used as the picture
source during the BIOS POST.

PEG If it is inserted, the PCI Express graphics card serves as the picture source during
the BIOS POST.

PCI If it is inserted, the PCI graphics card serves as the picture source during the BIOS
POST.

Auto The first available picture source in the sequence PEG, PCI or IGD is used as the

picture source during the BIOS POST.

IGD - Device 2

Specifies whether the Integrated Graphics Device (IGD) is available.

Disabled The Integrated Graphics Device is not available.

Auto The Integrated Graphics Device is available. Use of the device depends on the
settings under "Primary Display" and any additional graphics card which may be
inserted.
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IGD - Device 2, Function 1

Defines whether the function "Extended Desktop" is available in the operating system.

Disabled The function "Extended Desktop" is not available.
Auto The function "Extended Desktop" is available if the graphics driver supports the
function.

DVMT 4.0 mode

This defines whether memory assignment for the graphics memory is fixed (Fixed Graphics
Memory - Fixed mode) or dynamic (Dynamic Video Memory Technology - DVMT mode
and Auto mode). When the settings Fixed and DVMT are used the memory size selected
under "IGD Memory Size" is used for the graphics. In Auto mode the graphics memory is
dynamically allocated according to the available system memory in order to achieve the
optimum balance between graphics performance and system performance.

Fixed A fixed portion of the system memory is used exclusively as the graphics memory.
This portion of the memory cannot be used by the operating system if the graphics
memory is temporarily not needed.

DVMT The memory reserved for the graphics can be dynamically released and made
available to the operating system if the graphics memory requirements of the
system drop.

Auto The memory reserved for the graphics is dynamically defined according to the
available system memory. The memory reserved for the graphics is requested
when it is needed. If the system’s graphics memory requirements drop again, it is
dynamically released and made available to the operating system.

DVMT Graphics Memory - Displays the size of the graphics memory

Displays the size of the system memory reserved for the graphics.

Pre-Allocated Memory Size
visible in DVMT Mode.

™
8M

IGD Memory Size

If "DVMT 4.0 Mode" is set to "Fixed" or "DVMT", the available part of the system memory for the
integrated graphics can be defined. The available sizes depend on the configured "DVMT 4.0 Mode".

128M Maximum size for the IGD (Integrated Graphics Device) is 128MB.

256M Maximum size for the IGD (Integrated Graphics Device) is 256MB.

MaxDVMT Use of the maximum sized provided by the chipset for IGD (Integrated Graphics
Device).
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High Precision Event Timer

Provided that it is enabled, the operating system is able to make use of the High Precision
Event Timer, which allows it to meet the requirements of time-critical applications. The
advanced timer is also known as the Multimedia Timer.

Enabled High Precision Event Timer is switched on.
Disabled  High Precision Event Timer is switched off.

SMART Device Monitoring

It is possible to activate and deactivate SMART (Self Monitoring Analysis Reporting Technology).

SMART can be used in order to predict hard disk malfunctions.

Enabled SMART is switched on.
Disabled SMART is switched off.

Fan Control — Fan speed
Turns the automatic fan control on or off. This is dependent on the temperature sensor.

Enabled Fan Control is switched on.
Disabled Fan Control is switched off.

SATAO0 Compatible Mode

Defines if legacy resources can be made available to the hard disk controller.

This setting is only possible if AHCI or RAID are not activated.

i @

Auto If available, legacy resources are made available to the hard disk controller.
Disabled  The hard disk controller does not use any legacy resources.
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Advanced Processor Options

The adjustment options available in the Advanced Processor Options menu
i depend on the processor being used.

Advanced Processor Options

Enhanced SpeedStep: [Enabled] Item Specific Help

CPU Halt Mode: [Enhanced]

CPU Thermal Management: (Enhanced] Enables [Enhanced
Intel SpeedStep

NX Memory Protection: [Enabled] Technologyll. This

feature is supported

Ad] t Cache Li Prefetch: Enabled
jacen ache Line Prefetc [ ] by some ACPT 0/S.

Hardware Prefetch: [Enabled]
Please refer to the
Core Multi-Processing: [Enabled] 0/S help guide for
Limit CPUID Functions: [Disabled] the proper setting
to support this
feature.

Advanced Processor Options menu

Enhanced SpeedStep

Defines the processor clock rate and frequency. "Enhanced Intel SpeedStep®
Technology" (EIST) is an energy saving function.

The processor clock rate is adapted to the respective system requirements. A reduction
i in the clock frequency causes less power to be required by the system.
Disabled Enhanced SpeedStep functionality is not available.
Enabled Enhanced SpeedStep functionality is available.
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CPU Halit

This defines whether, after an "HLT" or "MWAIT" command is executed, a logical CPU changes to
the so-called C1-status without further chip set support. In this status the CPU only saves the context
of the CPU caches. Newer processors may be capable of changing into a C1E status ("Enhanced
Halt State"), in which the overall current consumption can be further reduced. This is attained when
all of the CPUs of the physical CPU packet have changed to C1 status. In this case the operating
voltage and the ratio between the core clock frequency and the system bus are reduced.

Standard CPU Halt Status "C1" is supported.
Enhanced New CPU Halt status "C1E" can be selected if it is supported by the CPU.

Enhanced Idle Power State

If supported by the operating system, the CPU is stopped if possible (C2
state / stop clock) to save energy.

Disabled Enhanced Idle Power State functionality is not available.
Enabled Enhanced Idle Power State functionality is available.

CPU Thermal Management

Protects the CPU from overheating. If the CPU becomes too hot for any reason (e.g. fan
failure), the system automatically reduces its performance. For CPUs with a clock frequency
of 3.6 GHz or higher, the enhanced mode (TM2) should be selected.

Standard Standard methods must support the functions of CPU thermal management.

Enhanced In addition, Enhanced Thermal Management mode is activated. The CPU
automatically reduces the operating clock frequency and operating voltage to
achieve a balanced thermal state.

Frequency Ratio

Defines the processor speed in GHz.
2.80

3.00

3.20

3.40

Automatic

The displayed frequencies are CPU-dependent.

i @
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Virtualization Technology

This is used to support the visualization of platform hardware and several software
environments. Based on Virtual Machine Extensions (VMX) to support the use of several
software environments using virtual computers. Virtualization technology extends the
processor support for virtualization purposes with the 16 Bit and 32 Bit protected modes
and with the Intel® Extended Memory 64 Technology (EM64T) mode.

Disabled A Virtual Machine Monitor (VMM) cannot use the additional hardware features.
Enabled A VMM can use the additional hardware features.

NX Memory Protection

Defines the protection for executable memory areas (anti-virus protection). The function
is only effective if it is also supported by the operating system.

Enabled Enables the operating system to switch on the function "Execute Disable".
Disabled Prevents the operating system from being able to switch on the function "Execute
Disable".

Adjacent Cache Line Prefetch

This is available if the processor offers a mechanism for loading an additional adjacent
64Byte "Cache Line" during every cache request of the processor.

Enabled The processor loads the requested cache line and the adjacent cache line.
Disabled The processor loads the requested cache line.

Hardware Prefetch

Enables a prefetch to the hardware.

With this option you can change the performance settings for non-standard
i applications. Fujitsu Technology Solutions recommends that you should adhere
to the default settings for standard applications.
Enabled Activates the hardware prefetcher of the CPU.
Disabled Deactivates the hardware prefetcher of the CPU.
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Hyper-threading

Hyper-threading technology allows a single physical processor to appear as several
logical processors. With this technology the operating system can better utilise the internal
processor resources, which in turn leads to increased performance. The advantages of this
technology can only be used by an operating system which supports ACPI. This setting
has no effect on operating systems which do not support ACPI.

Enabled An ACPI operating system can use all logical processors within a physical
processor.
Disabled An ACPI operating system can only use the first logical processor of the physical

processor. This setting should only be used if hyper-threading technology has
not been correctly implemented in the ACPI operating system.

Limit CPUID Functions

With the aid of this function the user can reduce the CPU functions (CPUID). Some
operating systems cannot process new CPUID commands which support more than three
functions. This option should be activated for these operating systems.

Enabled For reasons of compatibility with the operating system, only a reduced number of
CPUID functions are supported by the processor.
Disabled All CPUID functions are supported.

Core Multi-Processing

For processors that contain several logical processors, all but one logical
processors can be deactivated.

Disabled All but one logical processors are deactivated.
Enabled All available logical processors are active.
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PCI Configuration

PCI Configuration

PCI IRQ line
PCI IRQ line
PCI IRQ line
PCI IRQ line
PCI IRQ line

[Auto Select
[Auto Select

] Item Specific Help
]
[Auto Select]
]
]

PCI devices can use

[Auto Select hardware interrupts

[Auto Select

w~Jo U™ WN -

PCI IRQ line [Auto Select] cal}ed TRQs. A PCI
PCI IRQ line [Auto Select] device cannot use
PCI IRQ line [Auto Select] IRQs already in use

by ISA and EISA
devices. Use “AUTO’
only if no ISA or
EISA legacy cards
are installed.

PCI Configuration menu

Establishes which ISA interrupts will be used for the individual PCI slots and which controller (device)
of the mainboard shares this PCI interrupt with the PCI slots (e.g. USB, SCSI). Multifunctional PCI
boards or boards with an integrated PCI-to-PCI bridge can use several PCI interrupts (INTA#,
INTB#, INTC#, INTD#). Monofunctional PCI boards (default) only use one PCI interrupt (INTA#) per
PCI slot. The PCI interrupts INTA#, INTB#, INTC# and INTD# are available for every PCI slot.

Disabled
Auto Select

0 NoO b~ w

11
12
13
14
15

Different IRQ combinations may be displayed depending on the configuration.

i @
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DMI Event Logging

DMI Event Logging
Event log validity Valid Item Specific Help
Event log capacity Space Available

View the contents of

View DMI event log [Enter] the DMI event log.
Event Logging [Enabled]
Mark DMI events as read [Enter]
Clear all DMI event logs [No]

The DMI Event Logging menu provides options for viewing, deleting and
administering the BIOS Event Log.

Event log validity

Indicates whether the Event Log entries are valid.

Event log capacity

Indicates whether enough storage space is available for new Event Log entries.

Space Space is still available for additional entries.
Available
Full The Event Log memory is full.

View DMI event log

» Press the Enter key to display all available DMI Event Log entries.

Event Logging

Allows activation and deactivation of DMI Event logging

Enable Event Logging is activated.
Disabled  Event Logging is deactivated.

Mark DMI events as read

» Press the Enter key to mark DMI events as 'read’.

Recording of information by BIOS Setup for viewing in Event Log
messages Will be deactivated.

i @
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Clear all DMI event logs

» Select "Yes" to delete all DMI Event Logs next time the system is booted.
L This option will be automatically reset to "No" after the DMI Event Log has been deleted.

No  Default setting
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Security Menu - Security features

The Security menu offers various options for protecting your system and personal
data from unauthorised access. Using a sensible combination of these options will
help you achieve maximum protection for your system.

Assigning and cancelling passwords

Supervisor Password

Indicates the current status of the supervisor password.

Not No supervisor password is assigned.
Installed
Installed A supervisor password is assigned.

User Password

Indicates the current status of the user password.

Not No user password is assigned.
Installed
Installed A user password is assigned.

Set Supervisor Password
» Select [Enter], to set the supervisor password.

To call up the BIOS setup, you need the supervisor password.

i @

Set User Password

To be able to assign the user password, a supervisor password must already be
assigned. The user password prevents unauthorized access to your system.

i

» Press to set up the user password. If you call up the BIOS setup with the
user password, you cannot change most menu options.
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User Password Mode — effects of the user password

Defines if the user password has to be entered before booting or if it is loaded
directly in the keyboard controller of the PS2 keyboard.

Standard Request a boot password if Password on boot is activated.

No boot password requested. The user password is loaded in the PS2 keyboard
controller and the system is protected during the boot process to prevent intervention
during network operation.

Keyboard

Password On Boot
Defines if the supervisor or user password must be entered before the boot process.

Enabled System boot is only possible after entering the supervisor or user password.
Disabled The system boots without a password having to be entered.

Setup Password Lock

Establishes whether the system password is bypassed or must be entered
when booting with Wake On LAN.
WOL Skip The system password is deactivated when booting with Wake On LAN.
Standard The system password must be entered via the keyboard when booting the
operating system.
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Set Supervisor / User Password

The supervisor password prevents unauthorized call up of BIOS Setup. Only those
who know the supervisor password can call up BIOS Setup. You must also set a
supervisor password to make the user password effective.

The password must be four to eight characters in length. All alphanumeric
i characters can be used; no distinction is made between upper and lower case.

The password will not be displayed during entry. Please contact Customer
Services for assistance if you forget your password.

» To set or change the supervisor/user password, proceed as follows:

» Open BIOS Setup and select the Security menu.

» Highlight the Set Supervisor Password or Set User Password field and press the Enter key.

L When a password has been set, you will be asked to enter it:

Enter Current Password

You are asked to enter the new password:
Confirm New Password

Enter the password again and press the Enter key.
The new password is saved.

ry

Changes have been saved [Continue]
For the supervisor password:

You can now choose whether you want the supervisor password just to prevent
BIOS Setup being opened, or if you also want to block access to the settings
for any boards installed that have their own BIOS.

» To just block access to BIOS Setup, mark the Setup Password Lock field and select the Standard entry.

» To also block access to settings for installed boards that have their own
BIOS (in addition to preventing BIOS Setup from being opened), mark the
Setup Password Lock field and select the value Extended.

L For the user password:

To prevent booting of the operating system, mark the Password on boot
field and select the value Enabled.

From the Exit menu, choose the option Save Changes & Exit.
The device restarts and the new supervisor/user password becomes effective.

v

rvy
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Cancelling supervisor/user password

If you cancel the supervisor password, you automatically deactivate the user password.

i

To cancel the supervisor/user password (without setting a new password):

» Open BIOS Setup and select the Security menu.

» Highlight the Set Supervisor Password or Set User Password field and press the Enter key.
L You are asked to enter the current password:

Current Password

Enter the password and press the Enter key.

Press the Enter key twice.

From the Exit menu, choose the option Save Changes & Exit.

The device is rebooted and the supervisor/user password is cancelled.

rvvy

Supervisor Password Lock

Requirement: The supervisor password is installed.

This field defines the effect of the supervisor password (see also "Assigning
and cancelling passwords ", Page 29).

Standard The supervisor password prevents unauthorized opening of the BIOS-Setup utility.

Extended The supervisor password prevents unauthorized opening of the BIOS-Setup utility
and locks the keyboard during the device initialisation phase. This prevents
unauthorized access to settings for installed boards with a BIOS of their own.
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SmartCard SystemLock/SystemLock 2 (optional)

SmartCard SystemLock

SmartCard SystemLock Not Installed Item Specific Help
Install Single PC: [Enter]
Install Group PC: [Enter] Installs the security

for this PC, and
creates a new
SystemLock Admin
SmartCard dedicated to
this PC.

SmartCard data will be
overwritten.

A correct SmartCard is
required for a
permanent installation

With SystemLock enabled, the PC can only be started using an initialised SmartCard (SICRYPT,
CardOS or Fujitsu) and a personal identification number (PIN). SmartCard and PIN are checked
by the BIOS during system boot, i.e. before the operating system is loaded.

All new SmartCards have a preset PIN (Personal Identification Number)
and PUK (Personal Unblocking Key).

On SICRYPT and CardOS SmartCards, PIN and PUK are preset to 12345678.

On Fuijitsu cards, the PIN is preset to 0000 and the PUK is preset to administrator.
We recommend that you change both PIN and PUK for security reasons.

i @

Additional software (e.g. Smarty) is required in order to allow the system to also check
that the correct SmartCard is inserted when the system is running.

If BIOS-Setup does not list the entry SmartCard SystemLock in the Security menu, then your
system does not support SystemLock. You can update your system BIOS using Flash
BIOS update (see Chapter "Flash-BIOS update", Page 44).

After you have initialised one SmartCard, it will not be possible to deactivate the
SmartCard SystemLock entry (Disabled) in BIOS Setup. Please refer to "Uninstall
SystemLock", Page 43 for how to uninstall SystemLock.

i @
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Access rights for the SmartCard

New SmartCards initially only have a preset PIN and PUK. Access rights and an individual

PIN and PUK are not assigned until the SmartCard is initialised. The SmartCard type

depends on the access rights assigned to the card, as described below:

* User SmartCard — Start up system, change PIN

* Super User SmartCard — Start up system, make changes in BIOS Setup, change PIN

* Service SmartCard — Make changes in BIOS Setup

* Admin SmartCard — Start up system, make changes in BIOS Setup, change PIN,
uninstall SystemLock, initialise SmartCards, unblock SmartCards

The following table shows an overview of the rights granted with each type of
SmartCard type when a PIN or PUK is entered:

User Super User Service Admin
SmartCard SmartCard SmartCard SmartCard

PIN PUK PIN PUK PIN PUK PIN PUK
Start up system X
Open BIOS Setup
Change own PIN X
Unblock own blocked x* x* X* X
SmartCard
Unblock all blocked X
SmartCards
Generate user cards
Uninstall SystemLock

* BIOS Setup setting (Unblock own SmartCard)

Usually there is always an admin SmartCard and at least one User or Super User
SmartCard that will allow a system to be operated.
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SmartCard user groups

User groups can be set up using SystemLock. This enables several systems to be started using a
single SmartCard. A user group consists of at least two systems. Each user that is allowed to start the
systems is provided with a SmartCard. The user can start any of the systems using the SmartCard.

Basic information on setting up user groups

When installing SystemLock, the first PC in the user group is set up as a "Single PC".

The Admin SmartCard generated during this process is used to set up the user group.
SystemLock sets up each additional PC as a "Group PC" during installation. When the Admin
SmartCard is inserted, information is read in and the PC is added to the user group. The
Admin SmartCard determines which user group the PC belongs to.

If you use Fujitsu-CardOS SmartCards, SystemLock can be administered via the Windows
program "SystemLock Admin". "SystemLock Admin" allows you to conveniently manage
SystemLock at the operating system level, create SystemLock Organisation Units and Groups,
generate SmartCards for these Organisation Units or Groups, assign access authorisations for
user cards at various levels and restore access authorisations using remote access. You can
also change the SmartCard’s PIN or PUK for yourself and other users and reactivate blocked
cards. For a detailed description, see the "SystemLock Admin" Help manual.

Select System -
mode: F1

Smart Card

=

Admin Card
O Pa

Select System -
mode: F3

Select System -
mode: F3

Admin Card
O Pl

Admin Card
O Pral

Admin Card
O pa

User SmartCards or Super User SmartCards must also be generated using SystemLock so
that users can access the systems within the user group. A User SmartCard or Super User
SmartCard allows a user to log on to each system within the user group.
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Installing SystemLock

The first SmartCard to be installed will become the Admin SmartCard. When used with the
PUK, this has full access rights and should therefore be kept in a safe place. It should only
be used by an authorised user (administrator), e.g. to initialise user cards.

You need an Admin SmartCard if you want to set up a user group. The Admin
SmartCard is used to add further systems to the user group.

Setting up the first system in a user group or a standalone
system for use with SystemLock
» Start the PC and open BIOS Setup.

» From the Security menu, choose the option SmartCard SystemLock.
L The following SmartCard SystemLock menu will be displayed:

Security
SmartCard SystemLock Item Specific Help
SmartCard SystemLock Not Installed Install the security
Install Single PC [Enter] fllr this PC, and
Install Group PC [Enter] creates a new
QvetemLock Admin

:Card dedicated to

Install Single PC PC.
Enter the PUK: [ ] :Card data will be
iritten.

Enter new PIN: [ ]
crect SmartCard is
Confirm new PIN: [ ] .red for a

inent installation.

» Insert a new SmartCard in the reader and press Enter.
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New SmartCards have a preset PUK (see above).

You will need to know the PUK assigned to the SmartCard if you want to
re-initialise a previously initialised SmartCard.

i @

Enter the PUK.
The following message will be displayed:

* ACCESS DENIED = You have entered the wrong PUK. After six failed attempts,
the SmartCard will be blocked and can no longer be used.

Enter a new PIN at the following prompt:
Enter new PIN:
Confirm new PIN:

rv

rv

For the new PUK, 4 to 8-digit numbers are acceptable. For security
i reasons, we recommend that you change the PUK for every SmartCard
and use an 8-digit number each time.
» Re-enter the new PIN to confirm.
L The following message will be displayed:

*  PIN/PUK do not match = You have confirmed the PIN incorrectly. You will be
requested to re-enter the new PIN and reconfirm.

Please wait a few seconds after confirming the new PIN: SystemLock will be installed.
The following message will be displayed if installation is successful:

Setup Notice

Changes have been saved

[Continue]

» Press the Enter key. The SystemLock administration menu will be displayed:
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Security

SmartCard SystemLock

Item Specific Help

SmartCard SystemLock
Uninstall:
BIOS Recovery:

SmartCard and Pin

SmartCard Initialization
Admin SmartCard
SuperUser SmartCard:
User SmartCard:
Service SmartCard:

SmartCard Configuration
Change PIN:
Change PUK:
Unblock SmartCard:

Installed

[Enter]

[Allowed]

[Always required]

[Enter]
[Enter]
[Enter]
[Enter]

[Enter]
[Enter]
[Enter]

Allows to deactivate
The smartcard security.

ATTENTION:

Always check the BIOS
password settings after
uninstalling
SystemLock.

NOTICE:

Reinstalling a SinglePC
implies re-initializing
all of your smartcards

ry

ry

ry

For security reasons, the preset PUK should always be changed before
removing the new SmartCard. Select the Change PUK option under SmartCard
Configuration, press Enter and enter a new PUK.

First enter the preset PUK.

Enter the PUK:

New SmartCards have a preset PUK (see above).

You will need to know the PUK assigned to the SmartCard if you want to
re-initialise a previously initialised SmartCard.

Enter the PUK.

The following message will be displayed:
* ACCESS DENIED = You have entered the wrong PUK. After six failed attempts,

the SmartCard will be blocked and can no longer be used.

Next enter the new PUK.

Enter new PUK:

Confirm new PUK:

i @

ry

Re-enter the new PUK to confirm.

The following message will be displayed:
*  PIN/PUK do not match = You have confirmed the PUK incorrectly. You will then

be requested to re-enter and reconfirm the new PUK.

For the new PUK, 4 to 8-digit numbers are acceptable. For security
reasons, we recommend that you change the PUK for every SmartCard
and use an 8-digit number each time.

Instructions on how to initialise additional SmartCards can be found in Section
"Carrying out administrator functions", Page 40.

If you do not want to initialise any further SmartCards, press and remove the
Admin SmartCard. Never write the PIN or PUK on the SmartCard!

38

A26361-D2700-2220-1-7619, edition 1




Security Menu - Security features

Keep the SmartCard and PIN/PUK in a safe place and protect from unauthorised access.

i @

Adding systems to a user group

» Start the PC.
» Open BIOS Setup and select the SmartCard SystemLock page from the Security menu.
L The following SmartCard SystemLock menu will be displayed:

Security
SmartCard SystemLock Item Specific Help
SmartCard SystemLock Not Installed Installs the security
Install Single PC [Enter] from a SystemLock Admin
Install Group PC [Enter] SmartCard into this PC
without modifying any
data on the SmartCard.

rect SmartCard is
red for a
perwanent installation.

Enter PIN: [ ]

Insert the Admin SmartCard for the user group.
Enter PIN:

Enter the PIN.

The following message will be displayed:

*  ACCESS DENIED = You have confirmed the PIN incorrectly. You will then be requested
to re-enter the new PIN and reconfirm. After three failed attempts, the SmartCard will
be blocked and can then only be activated again by entering the PUK.

Enter the PUK:

rvrw
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>

Enter the PUK.

L The following message will be displayed:
* ACCESS DENIED = You have entered the wrong PUK. After six failed attempts,

the SmartCard will be blocked and can no longer be used.

Please wait a few seconds after entering the PIN and PUK: SystemLock will be installed.
The following message will be displayed if installation is successful:

Setup Notice

Changes have been saved

[Continue]

Press the Enter key. The SystemLock administration menu will be displayed:

Security

SmartCard SystemLock

Item Specific Help

SmartCard SystemLock
Uninstall:
BIOS Recovery:

SmartCard and Pin

SmartCard Initialization
Admin SmartCard
SuperUser SmartCard:
User SmartCard:
Service SmartCard:

SmartCard Configuration
Change PIN:
Change PUK:
Unblock SmartCard:

Installed
[Enter]
[Allowed]

[Always required]

[Enter]
[Enter]
[Enter]
[Enter]

[Enter]
[Enter]
[Enter]

Allows to deactivate
The smartcard security.

ATTENTION:

Always check the BIOS
password settings after
uninstalling
SystemLock.

NOTICE:

Reinstalling a SinglePC
implies re-initializing
all of your smartcards

Generate a user card for the PC as described in Section "Carrying out

administrator functions", Page 40.

» If you do not want to initialise any further SmartCards, press and

remove the Admin SmartCard.

Carrying out administrator functions

If you have an internal SmartCard reader, you can also switch on the PC by inserting the
SmartCard. The following prompt will appear after starting the device:

Insert a SmartCard.

>
Ly

Insert the Admin SmartCard. The following prompt will appear:

Enter PIN.

Select between the options shown:

F2=Setup, F3=Change PIN

40
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» Press the function key to enter BIOS Setup.
» From the Security menu, choose the option SmartCard SystemLock.
L The SystemLock administration menu will be displayed:

Security

SmartCard SystemLock

Item Specific Help

SmartCard SystemLock
Uninstall:

SmartCard and Pin
SmartCard Initialization
Admin SmartCard

SuperUser SmartCard:

User SmartCard:
Service SmartCard:

SmartCard Configuration
Change PIN:
Change PUK:
Unblock SmartCard:

Installed

[Enter]

[Allowed]

[Always required]

[Enter]
[Enter]
[Enter]
[Enter]
[Enter]
[Enter]
[Enter]

Allows to deactivate
The smartcard security.

ATTENTION:

Always check the BIOS
password settings after
uninstalling
SystemLock.

NOTICE:

Reinstalling a SinglePC
implies re-initializing
all of your smartcards

Additional SmartCards should be produced either as normal User SmartCards ("System")
or as extended User SmartCards ("System and Setup"). These cards will have restricted
access to the PC (see Chapter "Uninstall SystemLock", Page 43).

Select the required function. The following prompt will be displayed:
Remove your Admin Card.

i @

Remove the Admin SmartCard.
Insert a SmartCard.

Insert the next SmartCard and initialise this as required.
The following prompt will be displayed:

Remove the SmartCard.

i @

Keep the Admin SmartCard in a safe place and protect it from unauthorised access.

Always change the PIN and PUK for each additional SmartCard. The PUK is used
to reactivate a blocked SmartCard via the Unblock SmartCard function.

Remove the user SmartCard and label it, e.g. with the name of the user.
Never write the PIN on the SmartCard!
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Remote Access Enable -
Requirement:

The PC is centrally administered as part of an Organisation Unit and is registered in a SystemLock
admin database. The SmartCard used for the group installation must be initialised in advance using
the SystemLock Admin.EXE Windows program (see "SmartCard user groups", Page 35).

In order to enable remote access to a PC for a user, or to grant one-time remote access
to a PC for a guest or service technician, proceed as follows:

» Start the PC.
L The "Insert a SmartCard" prompt will appear.

» Press the key.

SmartCard SystemLock

Org Unit: Company Department 1
PC Group: Group 1

I-CODE 1: 0123456789ABCDEF
I-CODE 2: 0123456789ABCDEF

The following dialogue box will appear:

L» The user must then contact the administrator or the administration hotline and
inform them of the data and codes displayed .

The administrator then specifies the type of once-only access rights:

User The user can boot the system once.

access

Service The user has one-time access to the BIOS for service purposes, without
access access to the SystemLock functions.

Admin The user has access to the BIOS and the SystemLock functions, e.g. for
access activating the PC when the relevant SmartCard has been lost.

An activation code will be generated that depends on the access rights granted;
this will be given to the user by the Hotline.

The user must now press the Enter key on the PC to be activated, enter the first half
(Code 1) of the activation code and confirm the entry by pressing Enter. The dialogue

field for entering the second half (Code 2) of the activation code will appear. There are

no limits on the number of incorrect entries that can be made.

When all 32 characters have been correctly entered, the PC will boot with the rights assigned
by the administrator, in the same way as if a corresponding SmartCard were inserted.

The activation code can only be used once to start the PC and immediately becomes
invalid when the PC boots. If the user wants to switch off the PC and start it again without
his/her SmartCard, the previously described procedure must be repeated each time.

i @
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Switching on the PC with SystemLock

If you have an internal SmartCard reader, then you can switch on the PC by inserting the SmartCard.
If you switch on the PC using the ON/OFF switch, then the following message will appear:

Insert a SmartCard.

Insert your SmartCard.

Enter PIN:

Enter your PIN.

The following message will be displayed:

*  ACCESS DENIED = You have entered an incorrect PIN. After three failed attempts, the
SmartCard will be blocked and can only be enabled again by entering the PUK.

L Depending on the rights assigned to your SmartCard, you can select the following
functions when this message is displayed on the screen:

F2=Setup, F3=Change PIN

If your SmartCard has the appropriate rights, you can:
— Open BIOS Setup.

— Change the PIN.

If you do not select a function, the system will boot up.

rvrv

Start BIOS Setup -

A SmartCard with the appropriate rights must be inserted (SuperUser, Service or Admin).

Change PIN
Available for every initialised SmartCard.

» Press function key [ F3 |
» Enter the old PIN.
» Enter the new PIN.

4 to 8 digit numbers are acceptable for the new PIN.

For security reasons, we recommend that you change the PIN for every
SmartCard and use an 8-digit number each time.

i @

» Confirm the new PIN.

Uninstall SystemLock

» Start the PC.

» Follow the instructions as described in Section "Carrying out administrator functions",
Page 40. Select "Uninstall" to uninstall SystemLock.

L You can now use the PC again without the need for a SmartCard.
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Error messages

This chapter describes error messages generated by the mainboard.

SystemLock — Error messages
This chapter describes error messages generated by the SmartCard reader (chipcard reader).

Boot access denied  The SmartCard has no access rights to the system.

Check your The SmartCard is either inserted incorrectly or it is not a suitable SystemLock
SmartCard SmartCard.

SmartCard reader ~ An error has occurred on the serial port for the SmartCard reader (chipcard
FAILURE reader). If this error occurs frequently, the connection between the SmartCard

reader and the mainboard must be checked, or the SmartCard reader must
be replaced. While the error is present, access to the system is blocked.

Non-authorised The SmartCard cannot be used with this PC. The SmartCard has been
SmartCard configured for a different PC.

SystemLock An error occurred while installing SystemLock. Do not switch the PCC off,
installation but insert the "Flash-BIOS diskette", execute a BIOS update and retry the
FAILED: installation.

The SmartCard is You have exceeded the maximum allowed number of incorrect PIN entries.
blocked. The SmartCard is blocked. Enter the administrator PUK to re-activate the

Enter the PUK: SmartCard. You must then enter a new User PIN to restart the system.

Flash-BIOS update

To perform a Flash-BIOS update you must first download the relevant file from the Internet.

Visit http://ts.fujitsu.com and select the desired language (English or German), then go to the
"Drivers/Manuals" section. Simply click on "Download/Accessories/Mainboards" to go to the
relevant web page and check if a Flash-BIOS update is available for your computer.

You need to save the BIOS update file to a DOS Boot diskette. This diskette
is referred to as the Flash-BIOS Diskette.

Instead of using a diskette, it is possible to perform a BIOS Update using a DOS Boot
memory stick connected to a USB port or using the Windows program "DeskFlash".

i

The BIOS is stored in flash memory. The BIOS Setup in the flash memory will be
corrupted if any errors occur during the Flash-BIOS update. You can then only
restore BIOS Setup using Flash Memory Recovery Mode. If this is not possible,
replace the Flash Memory or contact Customer Services.

» Note down the settings in the BIOS Setup.
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A Flash-BIOS update should not normally affect the BIOS Setup settings. If some
A settings are modified by the Flash-BIOS update, then these must be reconfigured.

The system must not be switched off or reset while programming is in progress.
A Never interrupt the Flash-BIOS update. The BIOS update will otherwise be corrupted.
» Boot the system with the Flash-BIOS diskette inserted.

L The BIOFLASH.EXE utility will initially read in the BIOS update file.

Programming will start once the flash memory type has been automatically recognised. The
old BIOS Setup will be deleted and overwritten with the contents of the BIOS Update file.

On-screen messages during programming may look like this:

WARNING:

SYSTEM MUST NOT BE SWITCHED OFF OR RESET WHILE FLASH PROGRAMMING
IS IN PROCESS. OTHERWISE THE SYSTEM BIOS WILL BE DESTROYED.

Flash memory: AMD 29F002T

Erasing 1.BLOCK (64K) /
Erasing 2.BLOCK (64K) /
Erasing 3.BLOCK (64K) /
Erasing 4.BLOCK (32K) /
Erasing 5.BLOCK (8K) /
Programming 1.BLOCK (64K) /
Programming 2.BLOCK (64K) /
Programming 3.BLOCK (64K) /
Programming 4.BLOCK (32K) /
Programming 5.BLOCK (8K) /

CMOS Configuration updated.

Flash memory programmed.

The following message will appear on the screen when the Flash BIOS update is complete:

Flash memory programmed.

Turn off the system and remove flash deskette from drive!

» Switch off the PC and remove the Flash-BIOS Diskette from drive A.
L The next time the PC is switched on, it will boot up using the new BIOS version.
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» Check the BIOS Setup and the settings. Reconfigure any settings as required.
Error message after a Flash-BIOS update

If the message

BIOS update for installed CPU failed

appears, this means that the microcode required for the installed processor has still to be loaded.
Proceed as described below:

» Boot the system with the Flash-BIOS diskette inserted .

» Abort the normal Flash BIOS update by answering the question about
whether you want to perform the update.

Press n.

Press the Enter key.

To carry out the Flash BIOS update for the processor, enter:
bioflash Y /p6

Press the Enter key.

viy

Flash Memory Recovery Mode

» Switch off the system and unplug the power plug.

» Open the casing and switch on Recovery Mode (RCV) using the appropriate switch/jumper (refer to
the manual for the mainboard or the relevant manual in PDF format on the "Drivers & Utilities" CD).

Normally, no screen output is possible in Recovery mode.
A Note the signals issued from the loudspeaker.
The system has been successfully restored when you hear the signal sequence

"short-short-long-long-long" and the floppy disk access indicator is no longer
lit up. The recovery update may take a few minutes.

Itis only possible to follow the recovery update on screen if a separate VGA board is fitted.

On some systems you must also switch on the "Skip" (SKP) switch to see
the output on screen (refer to the manual for the mainboard or the relevant
manual in PDF format on the "Drivers & Utilities" CD).

i @

» Boot the system with the Flash-BIOS diskette inserted .
L The following message will appear:
RECOVERY MODE
» Switch off the system and unplug the power plug.
» Remove the diskette from drive A:.
» Return all switches that have been moved (e.g. "RCV/SKP") to their original positions.
» Switch the device on again.
L The PC will be booted with the new BIOS version.
» Check the settings in BIOS Setup. Reconfigure the settings if required.
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DeskFlash

With some mainboards, a Flash BIOS update can be performed directly from Windows
using the DeskFlash utility included on the "Drivers & Utilities" CD.

Installation instructions for DeskFlash can be found in the Readme
file in the DeskFlash subdirectory.

Further information on DeskFiash can be found in the file \...\DeskView.PDF
and in the DeskView online help.

i @

TPM (Security Chip) Setting

Opens the submenu used to activate TPM and adjust TPM settings.

If this setup menu is available, then the mainboard includes a security and encryption chip
(TPM — Trusted Platform Module) that complies with TCG Specification 1.2.

Similarly to a SmartCard, this chip allows security-relevant data (passwords etc.) to be stored
securely. The use of TPM is standardised and is specified by the Trusted Computing Group (TCG).
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Change TPM State

changes the status of the TPM (Security Chip).

Security ...

TPM (Security Chip) Setting

Item Specific Help

Security Chip: [Enabled]

Current TPM State: Enabled and
Activated

TPM State: [No Change]

Selected Security Chip
enabled or disabled.

The Trusted Platform module is available as a secure memory for secret keys. For example,
data can be generated which can be read or run only on this system. Support can also be

provided for security protocols such as SSL (Secure Socket Layer) for Internet connections,
IPSec (LAN encryption), S-MIME (e-mail encryption) or WLAN encryption.

No The current status of the Trusted Platform Module remains unchanged.

Change

Enable & Use of the Trusted Platform Module is prepared.
Activate

Disabled  Use of the Trusted Platform Module is switched off.
&

Deactivate
Clear The user-generated keys in the Trusted Platform Module are deleted. After a restart
the status of the Trusted Platform Module is 'Disabled & Deactivated’.
If Clear is selected then all user-generated keys are deleted. Repeat access
i to the generated data is then no longer possible.

Security Chip
Activates/deactivates support for the Trusted Platform module.

Enabled  Trusted Platform Module support is activated.
Disabled Trusted Platform support is deactivated.

Current TPM State

Indicates the current state of the Trusted Platform Module (TPM).

Disabled and Activated
Disabled and Deactivated
Enabled and Activated
Enabled and Deactivated
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TPM Physical Presence operations

This Setup page cannot be accessed via the normal BIOS Setup. It is displayed automatically
during the BIOS POST process if it necessary to make a change to the TPM configuration.

It can be initiated either by BIOS Setup or via an operating system with TPM support. The
Trusted Computing Group (TCG) security provisions stipulate that configuration changes
must be confirmed again by the operator (Physical Presence operations).

Physical Presence Operations

TPM Configuration change was requested to

; Item Specific Help
State: Enabled and Activated

Reject Physical

Note: Prgience operations and
This action will switch on the TPM ext
Reject

Execute

Possible settings:
Enable & Activate
Deactivate & Disable
Clear

Virus Warning

Checks the boot sectors of the hard disk drive to see if any changes have been made since
the previous system start-up. If the boot sectors have been changed and the reason for this
is unknown, a suitable computer virus detection program should be run.

Enabled A warning will be displayed if the boot sector has been changed since the previous
system start-up (e.g. new operating system or virus attack). The warning will stay
on the screen until you acknowledge the changes with Confirm or deactivate the
function (Disabled).

Confirm This entry confirms a required change to a boot sector (e.g. new operating system).

Disabled The boot sectors are not checked.
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ATA Vulnerability Protection

Provides extended protection against access attempts to ATA hard disks.

Standard This setting causes the hard disk to operate using the standard factory settings.
Standard settings should be selected before configuring the hard disk (e.g. hard
disk password, silent mode, SMART, ...).

Enhanced The hard disk can be set to use a protected mode that modifies the
security-related functions so they are not identical to the original default settings.
Some special low-level hard disk configuration programs may not function if
this setting is selected.

The system must be restarted for any changes to take effect.

i @

Diskette Write — Write protection for floppy disk drive

This field is used to enable and disable floppy disk write protection.

Enabled Diskettes can be read, written to or deleted if the appropriate option (see manual
for the mainboard) is set accordingly.
Disabled Diskettes can only be read.

Flash Write — System BIOS write protection

This field can assign write protection to the system BIOS.

Cabinet Monitoring — Protection after
opening the case

Defines whether or not opening of the casing should be monitored.
Enabled If the casing has been opened then you will not be able to start the device until the
supervisor password has been entered.

Disabled The device continues to operate normally even after the casing has been opened.
No password is required.
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Power Menu — Energy saving functions

Power
Power-on Source: [BIOS Controlled] Item Specific Help
LAN: [Enabled]
Wake Up Timer: [Disabled] [BIOS Controlled]
Wake Up Time: [00.00.00] Power-on sources
Wake Up Mode: [Daily] are controlled by BIOS
Also valid for ACPI
Power Failure Recovery: [Previous State] operating systems.
USB At Power-off: [Always Off] [ACPI Controlled]
USB Keyboard [Disabled] Power-om source are
controlled by an ACPI
operating system.

Example showing the Power menu

Power On Source — Management of switch-on sources

Specifies whether the switch-on sources for ACPI operating systems are managed
by the BIOS or the operating system.

BIOS The switch-on sources are managed by the BIOS.
Controlled

ACPI Controlled  The switch-on sources are managed by the ACPI operating system.

Power On Source: LAN — Switch on via LAN controller

Determines whether the system can be switched on via a LAN controller (on
the mainboard or additional board).

Enabled The system can be switched on via a LAN controller.
Disabled The system cannot be switched on via a LAN controller.

Wake On LAN Boot — Switching on over the network

Specifies the system behaviour when switched on by means of network signals.

Boot The system boots up according to the device sequence specified in the Boot menu
Sequence  when switched on via LAN.

Force LAN  The system is booted remotely via LAN when switched on via LAN.

Boot
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Power

On Source: Wake Up Timer — Switch

on according to time

Specifies whether the system can be set to switch on at a particular time or after a
particular period of time. The switch-on date cannot be specified in BIOS Setup. A suitable
application is required in order to set the switch-on date.

Enabled
Disabled

A\

The system can be switched on using timer control.
The system cannot be switched on using timer control.

Rebooting after a critical system error is not affected by this setting.

Power On Source: Wake Up Time — Switch on according to time

Specifies the exact point in time at which the system is to be switched on. 00:00:00

Power On Source: Wake Up Mode

Specifies the switch-on period.

Daily
Monthly

The system is switched on daily.
The system is switched on monthly.

Power Failure Recovery — System status
after a power failure

Specifies the system behaviour after a restart caused by a power failure.

Always Off The system switches on briefly, performs a status check (initialisation), and
then switches off.

Always On The system switches on.

Previous State The system switches on briefly, performs a status check, and then returns the
mode it was in before the power failure occurred (ON or OFF).

Disabled The system does not switch on.

i @

All wake up sources are reconfigured during the short initialisation process.
The system can be 'woken up’ via LAN etc. When Disabled is set, the system
can only be 'woken up’ using the power-on button.

52
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USB At Power Off

Activates/deactivates the power supply for the USB ports.

Always  The USB ports are not provided with power when the PC is switched off.
off
Always on  The USB ports continue to be powered when the PC is switched off.

USB Keyboard

Activates/deactivates the ON/OFF switch for the USB keyboard.

Enabled The PC can be switched ON/OFF using the ON/OFF switch on the USB keyboard.
Disabled The ON/OFF switch on the USB keyboard is deactivated.
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Boot Menu — System boot

Boot

Boot priority order: Item Specific Help
1: IDE CD: HL-DT-STDVD-RAM- (S1)
Lagacy Floppy Drives Keys used to view or
PCI BEV: BootManage PXE, Slot 0500 configure devices:
Up and Down arrows select
a device.
<+> and <-> moves the
device up or down.
8: <f> and <r> specifies the
Excluded from boot order: device fixed or

Legacy Network Card removable.

Bootable Add-in Cards <x> exclude or include
the device to boot.
<Shift + 1> enabled or
disabled a device.
<1l - 4> loads default
boot sequence.

~ oy U W N

Specifies the sequence for drives that are available for booting.
Up to eight drives (can include USB ports, for example) can be listed here.

Boot Priority Order

Displays the current Boot Order.

» Use the up and down arrow keys to select the device for which you want change the boot order.

Use the [+ [key to increase the priority and the [ - Fkey to decrease the
priority for the selected device.

» Press [ x FHo remove the selected device from the boot order.
The device removed from the boot order will be added to the Excluded from Boot Order list.
» Select between the four different Standard Boot Order settings using the keys to

Excluded from Boot Order

Shows which devices are excluded from the boot order.

Devices listed here cannot be used as boot devices.

» Use the and cursor keys to select a device.

» Press to reinsert the device as the last entry in the Boot Order Priority list.
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Exit Menu — Exit BIOS Setup

The Exit menu provides options for saving settings and exiting BIOS Setup.

Save Changes & Exit

To save the current menu entries and exit the BIOS Setup, select Save Changes & Exit and
Yes. The device will be rebooted and the new settings will be effective.

Discard Changes & Exit

Select Discard Changes & Exit and Yes to discard the changes you have made. The
settings that were in use when the BIOS Setup was opened will remain effective.
BIOS Setup will be closed and the device rebooted.

The restart happens automatically on some systems.

i @

Get Default Values — Restoring standard
(default) settings

To reset all BIOS Setup menus to use default values, select Get Default Values followed by Yes. If you
want to exit BIOS Setup with these settings, select Save Changes & Exit followed by Yes.

Load Previous Values — Restoring previous settings

To load the values for all menus that were active when BIOS Setup was started,
select Load Previous Values followed by Yes. If you want to exit BIOS Setup with these
settings, select Save Changes & Exit followed by Yes.
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